
 

1 

 

 

 

China CITIC Bank International’s statement 

on a series of fraudulent login pages  

 

(Hong Kong: 20 March 2025) China CITIC Bank International Limited (“CNCBI”) would like to 

remind members of the general public and its customers to stay alert to a series of fraudulent 

login pages with the subdomain name of “carousell-hk”, including but not limited to the 

following: 

 

 https[:]//carousell-hk[.]pvpebl[.]shop/login/200BT717RF334S0146839 

 https[:]//carousell-hk[.]capebbp[.]shop/login/175BO917BG336O3056521  

 https[:]//carousell-hk[.]capebbp[.]shop/login/175QW917DC336M3056521 

 https[:]//carousell-hk[.]capebbp[.]shop/login/238NM017LM335H8856071 

 https[:]//carousell-hk[.]vebokl[.]shop/login/220EO917KH339Z4016925 

 https[:]//carousell-hk[.]keeba[.]shop/get/99RZ41RV25V58/ 

 https[:]//carousell-hk[.]freebux[.]shop/get/39QV55YN56H09/ 

 https[:]//carousell-hk[.]keebo[.]shop/get/67DQ18HQ98M70/ 

 https[:]//carousell-hk[.]lifetw[.]shop/login/362OY917JO370Q1274680 

 https[:]//carousell-hk[.]lifetw[.]shop/login/374MX417AZ370X1243472  

 https[:]//carousell-hk[.]kekesp[.]shop/login/280NU717FQ396S7395149 

 https[:]//carousell-hk[.]kotablau[.]shop/login/236QI417IT410N9552355/ 

 https[:]//carousell-hk[.]linetotyo[.]shop/login/257TD117CI412I8414240 

 https[:]//carousell-hk[.]linetotyo[.]shop/login/390OB717JB413E7155226 

 https[:]//carousell-hk[.]bhetq[.]shop/login/324PN917PG414B9351658 

 https[:]//carousell-hk[.]bhetq[.]shop/login/159DQ317MH416J8583346 

 hxxps[:]//carousell-hk[.]ketotkkij[.]shop/login/254BY117YK422U2403194  

 hxxps[:]//carousell-hk[.]ketotkkij[.]shop/login/158JU217KX422M2570559  

 hxxps[:]//carousell-hk[.]ketotkkij[.]shop/login/386DK917SD422V1051591 

 hxxps[:]//carousell-hk[.]ketotkkij[.]shop/login/167PK717JD422A2732890 

 hxxps[:]//carousell-hk[.]ketotkkij[.]shop/login/232UY317EL422H1122792/ 

 https[:]//carousell-hk[.]solitato[.]shop/login/314LH817EJ423F5799280  

 https[:]//carousell-hk[.]solitato[.]shop/login/277TO817QA423H5867436  

 https[:]//carousell-hk[.]solitato[.]shop/login/296DY117IF423Q5798688 

 hxxps[:]//carousell-hk[.]datatel[.]shop/login/135BM917PC423L8453257 

 

The Bank wishes to declare that it has no connection with such fraudulent login pages.  

 

Meanwhile, the Bank does not require customers to provide any sensitive personal 

information (including login IDs, passwords or one-time passwords) through telephone calls, 

voice messages, emails, SMS, social media platforms or online forums. 
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The Bank has reported the matter to the Hong Kong Police Force and the Hong Kong 

Monetary Authority.  Customers who have any enquiries or believe to have disclosed their 

personal information on such fraudulent login pages, please contact us at (852) 2287 6767 

(select language, then press 7). 

 

 

China CITIC Bank International Limited 

 

China CITIC Bank International Limited (“CNCBI”), a major offshore platform of commercial 

banking business of the CITIC Group, is 75%-owned by CITIC International Financial 

Holdings Limited (“CIFH”), which in turn is a wholly-owned subsidiary of China CITIC Bank 

Corporation Limited (“CNCB”). 

  

China CITIC Bank International’s footprint in Greater China includes 24 branches and two 

business banking centres in Hong Kong, as well as presence in Beijing, Shanghai, Shenzhen 

and Macau, and overseas branches in New York, Los Angeles and Singapore.   

 

Across a century, China CITIC Bank International has grown together with its employees, 

customers and partners since 1922 and will continue to move towards its vision of “Agile. 

Professional. Simple.” in adherence to the 4C (Culture, Customer, Collaboration, Cyberspace) 

core values while driving actively its missions to “create value for customers, seek happiness 

for employees, make profit for shareholders, perform responsibility for society”. 

  

More information about China CITIC Bank International can be found on its website at 

www.cncbinternational.com.  

http://www.cncbinternational.com/

