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Security Advice of Online Transaction/ Mobile Payment Usage

3.

(For credit card customers)

What security tips on online transactions should cardholders be
aware of?

- Before conducting online transactions, ensure the shopping sites
are secure and authentic and stay vigilant to unknown hyperlinks.

« Please be reminded to verify the transaction contents and details
displayed on your SMS or inMotion, for example, merchant name,
transaction type, transaction amount and currency, etc. are all
same with your intended transaction before entering the one
time password (OTP) or using inMotion authentication to complete
the transaction. Keep the transaction contents and details secure
and secret to yourself.

+ You can also enter the platform account name or number, payment
account, phone number, email address, URL etc. in Scameter
introduced by Hong Kong Police Force to assess the risk of fraud
and cyber security. Stay vigilant to the security tips and notice of
incidents provided by the Bank (including the link to ‘Online
Security’ at the bottom of our bank website homepage),
Hong Kong Police Force (including Crime Prevention advice at the
website), regulatory bodies, Government Departments and other
relevant organisations.

«+ You can request the Bank to stop payment to the merchant if you
subsequently find yourself to be the victims of phishing scams. Your
credit card transactions under dispute are subject to the protection
from chargeback mechanism and the protection is applicable to
transactions which have been authorized by OTP or inMotion. The
Bank will base on the chargeback mechanism and rules from card
associations to assist in investigating any transactions that are in
doubt. Where you report an unauthorized transaction before the
payment due date, you have the right to withhold payment of the
disputed amount during the investigation period.

+ Please keep your mobile phone and contact details updated to
ensure that the Bank can reach out to you timely as and when
needed.

+ Do not use unsecured or unknown public WIFI to process sensitive
data related activities, including online shopping with credit cards.

Is mobile payment secure?

Mobile payment is a secure way to make payments. A unique Device
Account Number will be created to represent your account information
by Apple Pay/Google Pay. They do not send your actual credit card
number, name with your payment in the app and will not share with
the merchant.

What card data is stored on the device?

Apple Pay

When you added your credit card to Apple Pay, instead of using your
actual card numbers, a unique Device Account Number is assigned,
encrypted, and securely stored in a dedicated chip [Secure Element]
in iPhone, iPad and Apple Watch. When you make a purchase, the
Device Account Number, along with a transaction-specific dynamic
security code, is used to process your payment so your actual card
numbers are not shared by Apple with merchants or transmitted
with payment.

Google Pay
The only card data stored on a cardmember’s mobile device is the
“Token” Google Pay passes to the payment processor. This Token

8.

9.

represents a cardmember’s card and helps to ensure account security
because it differs from the credit card number it represents.

Can anyone other than me able to use my device for payment?

Anyone with your device “Passcode” or a fingerprint or a Face ID or
other biometric authentications (if applicable) registered to your
device will be able to authorize transactions using your credit card
with Apple Pay/Google Pay. You MUST keep your device safe and
secure, and your device “Passcode” secret. Do not let anyone else to
have their fingerprint/Face ID/other biometric authentications
registered to your device while your credit card is registered with it.
Always keeps the mobile device on lock to avoid anyone using your
mobile device for payment. It is not suitable to use easily accessible
personal information such as telephone numbers or date of birth, or
simple password (e.g. 123456) as passcode. You should not use the
same passcode for accessing other services, including connection to
the internet or accessing other websites.

What if my credit card or authentication factors have been lost,
stolen or the authentication factors or the card information has
been compromised?

You should call our Credit Card Lost Card Reporting Hotline
(852) 3603 7899 for arrangement immediately. If you identify
unusual, suspicious or unauthorised transactions on your credit card,
you should also report to the Bank immediately.

What should | do if my device is lost or stolen?

Apple Pay

If your iPhone, iPad or Apple Watch is lost or stolen, you can go to
iCloud.com or use the “Find My iPhone” app to suspend or
permanently remove your card(s) from that device. If your device is
turned off or is not connected to a mobile or Wi-Fi network, the action
will be processed once it is online again. Alternatively, you may also
call our Credit Card Lost Card Reporting Hotline (852) 3603 7899
immediately to suspend the virtual account on your device, but your
physical credit card will not be affected.

Google Pay

Android Device Manager (https://www.google.com/android/
devicemanager) will help you find, lock, and erase your device. Also,
you can simply search “Find my phone”and Google will show you where
itis on a map. You may also call our Credit Card Lost Card Reporting
Hotline (852) 3603 7899 immediately to suspend the virtual account
on your device, but your physical credit card will not be affected.

If  receive a renewal card, do | need to update the card information
in Apple Pay / Google Pay?

Yes. If a card you have previously registered on Apple Pay/Google Pay is
renewed, you need to register the Apple Pay/Google Pay with your
new card again. Before you do the provisioning again, you need to
remove the old card from the Apple Pay/Google Pay first.

If | receive a replacement card with the same card number, do |
need to update my credit card information with Apple Pay/
Google Pay on my existing device?

No. If you receive a replacement card with the same card number,
expiry date and security code, your mobile device will connect to
your replacement card automatically. You can continue to use your
card in Apple Pay/Google Pay to make transactions when you
receive and activate your replacement card.

If I receive a replacement card with the different card number, do
| need to update my credit card information with Apple Pay/
Google Pay on my existing device?

Yes. If you receive a replacement card with the different card number
or expiry date or security code, your mobile device will not connect
to your replacement card automatically. You need to activate your
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replacement card and register the Apple Pay/Google Pay with your
new card again, so that you can continue to use your card in Apple
Pay/Google Pay to make transactions. Before you register your new
card to Apple Pay/Google Pay again, you may need to remove the
old provisioned credit card from the Apple Pay/Google Pay.

What happens when | reset, format, or update my device?

When performing a factory data reset, format, or update, all payment
information in Apple Pay / Google Pay will be deleted. You will need
to set up and enter your credit card(s) information into Apple Pay/
Google Pay again after your device has been reset.

What happens when | change my device?

If you change your device, including to a new device model, you will
need to add your credit card(s) to Apple Pay/Google Pay again.
Please ensure that you remove your card(s) from any device before
selling, exchanging, or disposing of them.

If | have to repair, sell, exchange or no longer use my device,
what should | do?

Please make sure to remove all your credit card(s) information from
Apple Pay/Google Pay before repairing, selling or stop using your
device. And set up Apple Pay/Google Pay and add your credit card
again afterward.

What can | do to keep my device and card registered with Apple
Pay/Google Pay security protected?

Apple Pay

The recommendation of using Face ID to authorize Apple Pay transaction:

« DO NOT disable the “Require Attention for Face ID” function in
your device settings. If it has been disabled, do not use Face ID for
Apple Pay;

- Itis not recommended to use Face ID for Apple Pay if you have a
twin sibling or siblings who look very alike as your siblings may be
able to logon to your Apple Pay using Face ID; and

- It is not recommended to use Face ID for Apple Pay if you are in
puberty stage or your facial features may be undergoing a rapid
stage of development as you may not be able to logon to Apple
Pay using Face ID.

If you have concern on the security of Face ID, you can use your

device Passcode for Apple Pay instead. Please go to“Settings” > “Face

ID & Passcode”> “Use Face ID" to turn off the “Apple Pay” option.

Apple Pay/Google Pay

Regardless of your phone model, please be reminded of the following

tips to ensure the protection in using your mobile credit card:

« Set a screen lock - do not choose any personal identification
number as password that is easy to guess by any other person.

+ Make sure all apps are downloaded from trusted sources.

« Do not visit any suspected website and click suspected hyperlinks.

« Turn off NFC when not in use (if applicable).

« Ensure your contact details registered with the Bank are up-to-date
to allow relevant important notifications to be delivered to you on
a timely basis. Stay vigilant to the notifications from the Bank.

- Keep the operating system of your device up-to-date.

What should | do if | encounter other problems?

Please go to “https://getsupport.apple.com/” for Apple Pay or

“support.google.com/googlepay” for Google Pay or call our CNCBI

Credit Card Customer Service Hotline (852) 2280 1288 for card security

enquiries, complaint, security incidents or more information.

If there is any discrepancy between the English and Chinese versions of
this Notice, the English version shall prevail.

May 2024
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